KEHINDE JUSTINAH COKER
Aspiring SOC Analyst — Automation-Focused

cokerkehinde745@gmail.com | linkedin.com/in/kehinde-coker-524603347 |
github.com/Ayomide01Elite

PROFESSIONAL SUMMARY

Cybersecurity student with hands-on experience collaborating with team members in a project capacity on
SOC monitoring, vulnerability management, SOAR automation, and phishing campaign analysis. Interested in
helping automate as much of the response side of security operations as possible, not just detection. Looking
for a Cybersecurity Intern/ SOC Analyst Intern/ Junior SOC Analyst/ Security Operations Intern/ VVulnerability
Management Intern Position to gain production experience from the foundation provided by projects.

TECHNICAL SKILLS

Monitoring & Detection: Log review/alert triage (project-oriented), Wazuh (Endpoint Detection and
Response/Open Vulnerability Assessment Language).

Vulnerability & Patch Management: Patch management process implementation, CVE enumeration/
CVSS score assessment, Tailscale (zero-config VPN).

Security Automation: SOAR response playbook development, DevSecOps pipeline integration
security (SAST/DAST/scanner agnostic dependency checking/secrets detection), parsing findings into
triage/routing logic.

Social Engineering & Awareness: Phishing campaign analysis and creation, email security
(SPF/DKIM/DMARC records).

Reporting & GRC Exposure: NDPR compliant security posture assessment/reporting, intro-level
familiarity with ISO/IEC 27001 GRC practices — exposure through projects and coursework
completed, not officially certified.

CYBERSECURITY PROJECTS
Expadox Labs - ShieldOps Team
DevSecOps Pipeline & SOAR Automation Platform

Obijective: Integrate security scanning stages (SAST, DAST, dependency scanning, secrets detection)
directly into a CI/CD pipeline and automatically trigger responses to mitigate exposed findings
instead of manual review.

My Role: Developed the automated response playbook for the secrets detection finding type - the
script contains logic to determine what happens to that finding once caught by the pipeline.

Accomplishment: Integration tested against a real test application that was intentionally made
vulnerable. Team dashboard tracks mean-time-to-triage (MTTT) which has been self-reported (not
verified by a 3rd party) to be faster than MTTT for manual review

Endpoint Protection & Vulnerability Management Program

Objective: Establish vulnerability scanning coverage, visibility into patching status, and maintain a
managed patching process from a baseline of no active coverage.

My Role: Collaborated with team members to onboard endpoints to our Wazuh agent for monitoring
and vulnerability visibility, Actionl policy for patch management, and recorded patching progress.


https://www.linkedin.com/in/kehinde-coker-524603347
https://github.com/Ayomide01Elite

o Accomplishment: Completing initial scan revealed heavy backlog of critical-severity findings. Policy
rollout complete and first patch cycle executed, re-scan pending at time of reporting.

Security Monitoring, Analytics, and Rsponse Executive Report

e Objective: Review our own security operations posture and produce an executive report on our
findings.

e My Role: Assisted in security assessment and capturing findings and response planning in the
executive report.

e Accomplishment: Produced an executive report for "point in time" visibility of security gaps and
what we began doing in response.

She Codes Africa Capstone Project
School-wide Phishing Attack Analysis & Student Guidance Report

e Objective: Conduct a controlled phishing campaign to gauge student risk from social engineering and
produce easy-to-understand awareness guidance.

e My Role: Students were susceptible. My responsibility in this project was to develop student-
awareness - | translated the technical findings into practical plain-language awareness advice.

e Accomplishment: 76% of students clicked the link in the simulated phishing email (19/25) and 60%
of students submitted the mock sensitive data requested (15/25). Findings used to propose a layered
defense plan to prevent phishing risks (security awareness training, email security:
SPF/DKIM/DMARC, and suggested GRC alignment with NDPR and ISO/IEC 27001).

EDUCATION
Ekiti State University, Ado-EKiti, Nigeria

Bachelor of Science (B.Sc.) in Microbiology
Expected Graduation: [Month, Year]

Relevant Academic Background: Microbiology, laboratory practices, microbial identification, and
microbiological analysis.

TRAINING & DEVELOPMENT

e She Code Africa — Cybersecurity Program (2026): completed a group capstone project, Phishing Attack Simulation
& Analysis (Social Engineering / Email Security).
e Expadox Lab.

LINK
GitHub Portfolio: github.com/Ayomide01Elite

LinkedIn: linkedin.com/in/kehinde-coker-524603347
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